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Time present and time past 
Are both perhaps present in time future 
And time future contained in time past. 
If all time is eternally present 
All time is unredeemable. 
What might have been is an abstraction 
Remaining a perpetual possibility 
Only in a world of speculation. 
What might have been and what has been 
Point to one end, which is always present. 
Footfalls echo in the memory 
Down the passage which we did not take 
Towards the door we never opened 
Into the rose-garden. My words echo 
Thus, in your mind. 
 
Burnt Norton 
T.S. Eliot, The Four Quartets  
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Introduction 
In his famous short story, Funes, the Memorious, Jorge Luis Borges describes a man with 
the ability to remember every detail he encounters, yet the narrator says, “he was not very 
capable of thought. To think is to forget a difference, to generalize, to abstract. In the 
teeming world of Funes there were only details, almost immediate in their presence.” 
(Borges, 1964). Far from simply suggesting that forgetting is a natural part of life; Borges 
actually proposes that forgetting is an essential part of the human experience and 
necessary to function as a contributing member of society. Joshua Foer writes about a 
real-life example of Funes, a woman named AJ. He recounts her saying that “Most 
people have called what I have a gift, but I call it a burden” (Mayer-Schönberger, 2009) 
Forgetting is not only an essential part of individual human lives, but also the shaping of 
our collective society.  
 
After the fall of the Berlin Wall, the Federal Commissioner for the Records of the State 
Security Service of the former German Democratic Republic, or Der Bundesbeauftragte 
für die Unterlagen des Staatssicherheitsdienstes der ehemaligen Deutschen 
Demokratischen Republik, was created to provide access to Stasi files. Timothy Garden 
Ash explores the complexities of this type of preservation in his book, The File: A 
Personal History. He writes of the tension between forgetting and remembering:  
“Two schools of old wisdom face each other across the valley of the files. On the 
one side, there is the old wisdom of the Jewish tradition, to remember is the secret 
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of redemption. And that of George Santayana, so often quoted in relation to 
Nazism: those who forget the past are condemned to repeat it. `On the other side, 
there is the profound insight of the historian Ernest Renan that every nation is a 
community both of shared memory and shared forgetting. "Forgetting," writes 
Renan, "and I would say even historical error, is an essential factor in the history 
of a nation." And there is the everyday human experience that links "forgive and 
forget" in a single phrase.” (Garton Ash, 1997) 
The Stasi period was a dark time in German history that many might wish to forget, and 
yet the German government has created an archive dedicated to preserving this history on 
an unprecedented level. Archives, Special Collections Libraries, and many related 
cultural institutions have central missions that are dedicated to preserving cultural 
memory. Cultural memories are vital to understanding who people are as individuals, 
nations, and societies. Nevertheless, it is important to examine critically these memories 
and consider the role that these institutions play in our society.  
 
Libraries and archives were established in response to information scarcity. For most of 
human history, access to information was limited. Libraries were designed to gather 
information and store them all in one central location. We are no longer living in a time 
of information scarcity; in fact, it is quite the opposite. The term “information overload” 
immediately comes to mind (Blair, 2010). Consider the current relationship of the 
majority of Western individuals to photographs. Rather than carefully choose select 
monuments, most of us walk around with thousands of images stored on our smart 
phones. It is easier to save these images or “remember” than it is to delete them or 
“forget”. In the digital age, there has been a colossal shift “from a default of forgetting to 
one of remembering”(Mayer-Schönberger, 2009). The relationship between information 
and memory is changing in dramatically new ways. The recent Ashley Madison hacks 
highlight the default of remembering and illustrate the power that documents or 
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information hold the power to destroy lives. (Miller, 2015) Thousands of email addresses 
are now posted everywhere on the Internet exposing individuals who sought out affairs. 
Should these types of memories be preserved? Do they enrich societies or do they do 
more harm than good? While many have warned against a dangerous new precedent that 
this latest hack has sent, others have been quick to cry “God Bless the Ashley Madison 
hack” (Schneier, 2015).  Despite the ethics of hacking beckoning a necessary pause, an 
impulse to rejoice comes from a sense of justice in having adulterers exposed. A 
previously unknown history has been revealed.  
 
During Joseph Stalin’s tenure as leader in the Soviet Union, untold numbers of 
photographs were retouched in efforts to falsify memory and change history. The 
campaign of the Great Purge or the Great Terror is known for implementing many 
unspeakable horrors through the Gulag and repression of political dissidents. While it is 
undoubtedly common knowledge that certain people’s voices were silenced and certain 
viewpoints were repressed, it is even more chilling that photographs of individuals who 
were “disappeared” physically were also silently altered through airbrushing, cropping 
and other techniques to remove the record of their existence (King, 2014). Attempts to 
change or re-write history are not new. The phrase “history belongs to the victors” is a 
familiar one.  An unbiased history simply does not exist anymore than an unbiased 
archive or library does. Memories and cultural histories have always been fractured, 
prejudiced, and incomplete. They probably always will be. However it is undeniable that 
the way in which we interact with our own individual, societal, institutional memories 
and histories is dramatically changing in the digital age. This is not a deterministic 
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fatalism regarding the digital world and memory. The environments in which humans 
live are changing, but the interaction with this new environment is essential. The ways in 
which people respond to this new norm of memory will have dramatic impact on our 
world for the future.  
 
To consider memory is to examine human nature as “how we perceive the world and how 
we act in it are products of how and what we remember” (Foer, 2011). If individuals are 
profoundly shaped by the stories they remember or tell about themselves, it follows that 
nations are marked by the national stories remembered by their citizens. Archives are one 
very important surrogate for memory and serve as evidence of representation. An archive 
contains biased and partial recording of history. Thus one should carefully consider the 
implications of the records chosen for preservation by specific institutions. Most 
countries have a National Archive that is tasked with preserving the records of the 
country.  These institutions are essential for understanding the values of a country. The 
demise of forgetting in the digital age reveals the values of a nation in new and 
interesting ways.  
 
The relationship between remembering and forgetting is a question that must be answered 
in many different ways on many different levels. It must be answered both individually 
and collectively, in our legal systems and cultural institutions. Just as humans live in an 
increasingly digital society, they also live in an increasing global society. As such it is 
vital to examine the differences both culturally and legally between nations. The United 
States has much different laws governing privacy than the European Union for example. 
 7 
If legal statutes are one measure of values, cultural heritage repositories and libraries are 
another measure. What memories are individuals, corporations, or nations legally 
obligated to remember or forget? The intersection between legal obligations and 
institutional policies as well as the difference between nations is the focus of this 
research. Ideals of free speech, transparency, and access are often presented as 
diametrically opposed to the principle of privacy. While there might be some inherent 
tension between privacy and access, most nations and institutions try to balance these two 
competing ideals. The purpose of this paper is a critical examination into how these two 
core values of the archival profession are practically accomplished as well as how they 
are legally defined.  
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Literature Review 
The Power of Memory 
A collection of old lists of bills and receipts are not particularly compelling or valuable if 
seen simply as physical pieces of paper. They gain meaning however when viewed as 
keepers of memory and history. The Greek poet Simonides is often credited with 
discovering the “art of memory” (Parsons); however the desire to preserve our history 
and remember our pasts has existed for most of human civilization. From the telling of 
oral histories to cave paintings on the wall to the writings of Josephus to Lin-Manuel 
Miranda’s new musical Hamilton, humans have been crafting narratives of history to be 
shared with others. Human memory is both fragile and transitory. When individuals die, 
their memories do too. This reality of life is vital to the function and role of libraries and 
archives in our society. O’Toole writes about the “seemingly inherent ability of written 
records to freeze time... to make reliably permanent what would remain fragile and 
evanescent if retained orally” and the “degree of permanence” achieved by records that 
are preserved in archives (O'Toole, 1989). 
 
Memory is tightly defined as the mechanism through which things are both stored and 
recalled in a mind, yet even that definition is loose and theoretical. Humans do not really 
understand how memory works, but they know that it does. Memory is also more broadly 
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defined as a recollection of past events. We describe memories as being personal or just 
belonging to individuals as well as shared memories that groups experience together. We 
also use the term memory to describe shared ideas to which larger societies have been 
exposed. The first entry in the Oxford English Dictionary on memory fascinatingly 
includes the idea of “commemoration” in its definition (""memory, n."."). This inclusion 
highlights the significance of forgetting because this definition implies that to remember 
is to bestow significance on an event or thought. Memory commemorates because it is 
not forgotten. When not everything is remembered, the things that are remembered gain a 
special status. This concept is especially vital when considering archival institutions. 
Archives do not collect everything. They are specially curated to try to tell certain stories. 
“Memory and identity are intrinsically related. We are what we remember. ” (Public 
memory, public media, and the politics of justice, 2012). Thus the authors argue in their 
work on public memory that the right to memory as a human right should follow this 
understanding. It is important to note that the right to memory is directly contrasted to 
“the right to be forgotten” as explicated in the laws of the European Union, which will be 
discussed later. In the discussion of rights, it refers to both the theoretical inherent moral 
rights as well as institutionalized legal rights. Ideally moral rights would dictate legal 
rights, but the contrary is realized as evidenced by legalized slavery, prostitution, and a 
whole lot of other institutionalized atrocities. In order to discuss the permissiveness of 
these types of actions, it is important to consider the shared memories of cultures and 
nations.  
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Public Memory 
In his influential work on the development of nationalism, Anderson dedicates a chapter 
to memory and forgetting—yet another example of the centrality of these two concepts to 
all fields of academic study. Anderson’s theory of “imagined communities” is a helpful 
terminology to borrow in order to shape an understanding of the role that history plays in 
shaping the values of a nation (Anderson, 2006). Despite each person remembering 
different things in different ways, the significance of our memories are often determined 
collectively as influenced by culture (Campbell, 2014). These shared memories can 
certainly be a positive and uniting force. Universities are united around a shared memory 
of a winning basketball game in the same way the Olympics rally nations together as they 
support their teams. Watching the same television show can unite individuals as they 
theorize about what is going to happen next.  
 
Shared tragedy is also a powerful connector. The terrorist attacks on September 11th 2001 
united many Americans in deep and profound ways. The National September 11 
Memorial Museum actively collects oral recordings of both visitors to the museum and 
distant individuals recounting their memories of the day. The director of the museum 
writes that their “visitors have a voice in this Museum, reinforcing the idea that each of 
us is engaged in the making of history” (Greenwald). The idea that users are actively 
creating memories and shaping the archive is perhaps a departure from the traditional 
notion of archives and history. Records are often seen as factual evidence as opposed to 
the slippery memory of individuals—often for very good reason. During the campaign 
trail for the 2016 presidential election, Donald Trump claimed that he remembered 
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watching news footage of thousands of thousands of people celebrating the attacks in 
Northern New Jersey. This statement seems to most to be an outright lie as “public 
officials and law enforcement in New Jersey say Trump's account is utterly false” 
(Ehrenfreund, 2015). Some psychologists suggest that a more charitable consideration is 
that “Trump could be misremembering rather than deliberately lying.” (Ehrenfreund, 
2015)The research of Elizabeth Loftus suggests that “people are more likely to invent 
memories that support their political beliefs” (Ehrenfreund, 2015). People are biased. 
This is not a surprise to most people. While it is almost certain that Trump is very wrong 
in this instance, this anecdote illustrates the fallibility of memory and the perceived 
authority of public records like news footage. Often records are used as evidence and 
appealed to as objective evidence of truth and yet it is impossible to fully put all biases 
aside. 
The Mission of Archives 
Just as Donald Trump turns to a news record, the physical and digital records of humans 
are what most humans turn to when their memories fail. Records are simply surrogates of 
memory and archives are where many of these records are collected, preserved, and later 
accessed. “Without archives, memory falters, knowledge of accomplishment fades, pride 
in a shared past dissipates. Archives counter these losses” (Schwartz & Cook). The 
records found in archives are important cornerstones for consultation whether the goal is 
“the recovery of historical memory in Spain” (Jump, 2012) or trace the genealogy of a 
curious individual.  
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The role of archives and consequently the role the archivist are frequently the subject of 
debate in the literature. Modern archival theory has been shaped greatly by the Dutch 
archivist Hilary Jenkinson and his American counterpart Theodore R. Schellenberg. 
Jenkinson stressed the evidencial value of records and encouraged archivists to see 
themselves as impartial administrators (Jenkinson, 1966). Schellenberg challenged this 
notion slightly as he argued that archivist were active participants in the historical record 
(Schellenberg, 1984). Jenkinson in particular reflects the traditional notion of archives 
and their place in society; however more recent appraisal theory greatly challenges the 
objectivity of records. Cook asserted that when archivists are appraising records they 
‘‘are literally co-creating archives. We are making history. We are exercising power over 
memory’’ (Cook, 2004). While the that “archives are spaces of power” (Carter, 2006) is 
maybe not a wholly revolutionary idea, it is important to current understanding that this 
power comes through both inclusion and exclusion.  
 
Archives are generally reflections of who has power. The creation of a written record 
requires literacy. Thus many voices and individuals were and are left unrepresented by 
archival collections. Additionally the political and cultural climates in which archives are 
found shape the historical record greatly. The archive is not a sanitary storehouse, but “a 
place of violence” where “as a reflection of and the source of state power, is extremely 
selective when deciding what gets in. Only those voices that conform to the ideals of 
those in power are allowed into the archive; those that do not conform are silenced” 
(Carter, 2006). Memories and records are already fractured and imperfect, but they are 
further muddied by the power dynamics of society in both unintentional and intentional 
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ways. As Carter writes, “Those marginalized by the state are marginalized by the archive. 
Archival violence is found in the use of documents to enforce and naturalize the state’s 
power and in the active silencing of the disenfranchised” (Carter, 2006). Just as memory 
is fragile and complex, so is the archive, a surrogate of memory. The goals of the archive 
are reflected in the materials that they choose to collect and preserve.  
National Archives 
Most countries maintain a national archive that is tasked with preserving the records of 
the country. State archives are not a recent invention. The Danish National Archives were 
established in 1582.  This archives serves “central administration and historical research, 
the latter gaining in importance since 1848, and today 22,000 use the reading rooms 
annually” ("Rigsarkivet 1582-1982. National Archives 1582-1982," 1982). This tension 
between central administration and historical research is a key part of National Archives. 
Traditionally ntional archives were for the state with government officials as the primary 
users as opposed to being open to historians and other researchers. Prior to the eighteenth 
century, history was seen quite differently in Europe than it is today. “Life and history 
were seen as cyclical, repetitive processes, and not as a linear development” (Valge & 
Kibal, 2007).  Thus evidential records were not valued because history was not 
something that recorded sequential facts. Monks would often write histories that were 
kept in their monasteries. This practice continued for hundreds of years across Europe. 
The French Revolution however was a large turning point for cultural attitudes towards 
records (Berger, 2013). Out of the ideals of the Revolution, access to public records 
started emerging as a right; however things were actually less open in practice as private 
archives still existed as the primary repositories of records. National archives are often 
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the major institution that facilitates open public records.  
 
Another big cultural shift occurred again the turmoil of the world wars in the early 20th 
century. After World War II, Americans, in particular, pushed for open German records. 
The International Council on Archives (ICA) convened an Archival Congress in 
Washington in May 1966 where “for the first time on a worldwide level, the principle of 
free access to archives was declared” (Valge & Kibal, 2007). As democratic nations 
attempt to build government accountability into their political systems, open records are 
one way of promoting this goal. Most democratic nations today have sort of open record 
system. While the regulations surrounding certain laws vary, the idea that access to 
public records is a right is almost universal. “Free public access to official documents 
proceeds from the principle according to which the activities of the state should be 
transparent, under the glare of public scrutiny, and available for the citizens and the 
media to access information, if they so choose, independent of government information 
services. Public access to documents is a fundamental human right and freedom, and a 
condition for the free exchange of ideas in a democratic country” (Valge & Kibal, 2007).  
 
This general principle of open records being fundamental to a democratic nation is a 
widespread belief, albeit expressed differently in different nations. In 2002, the Archives 
Council in Wales published a formal policy outlining the necessity of archives in Wales 
and the provisions and actions that the country should promote in order to secure 
recordkeeping in Wales. The first general principle of the document reads: “A civilized 
society, concerned to uphold the rights of the citizen, to encourage efficient 
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administration and to ensure that its history is accessible to all, should make provision for 
its archives to be preserved and made available for consultation” ("A national archives 
and records policy for Wales," 2002). Similarly, Don W. Wilson, former Archivist of the 
United States, when asked said that the “mission of the Archives is to preserve the 
important records of the United States government-the very small percentage of all 
materials that are deemed to be of permanent value for documenting the work and 
activity of the federal government. The second mission is to make the documents 
available to researchers” (Wilson, Brodhead, & Zink, 1993). While both mission 
statements acknowledge the importance of open records for the general public, there is 
the tension of also serving the state as well. Service to the state can also benefit the 
public, but when these two things are in conflict, it is important to consider what happens 
and where the power resides.  
What is Privacy 
While forgetting is the opposite of remembering, privacy is seen as the opposite of 
transparency. Free speech and open records are both fundamental values of most 
democratic societies, yet there are certainly instances when information would be best not 
shared or individuals would like to maintain their privacy. Privacy is a commonly used 
word, but the meaning of the world is certainly debated, as the limits or boundaries of 
privacy are not universal. In the most extreme sense, privacy is total “seclusion”, but it 
can also simply be being “undisturbed, or free from public attention” (""privacy". Oxford 
Dictionaries.,"). Total privacy or seclusion is impossible in society and thus “the 
individual’s desire for privacy is never absolute, since participation in society is an 
equally powerful desire” (Cate, 1997). Thus Cate identifies privacy as “a tool needed to 
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achieve some result” where individuals and societies must “balance the desire for privacy 
with the desire for disclosure and communication of himself to others, in light of the 
environmental conditions and social norms set by the society in which he lives” (Cate, 
1997). Thus privacy can be defined as “the claim of individuals, groups, or institutions to 
determine for themselves when, how, and to what extent information about them is 
communicated to others” (Westin, 1967). Westin’s definiton highlights the complex 
nature of privacy with the competing claims of different individuals in access to 
information.  
 
Westin proposes four central values of privacy; it is a positive good when it provides 
autonomy, release from public roles, self-evaluation and decision-making, and limited 
and protected communication. Yet by ensuring privacy, there are drawbacks such as the 
“opportunity to mislead” (Cate, 1997) or even a limitation of free speech. Reiman also 
notes that “having privacy is not the same thing as having a right to privacy” as others 
can “successfully violate the right” (Reiman, 1995).  
 
The philosopher Jeremy Bentham proposed the idea of the “panopticon” as a design for a 
prison. Its design would allow for prisoners to be continually watched as the guard stands 
in the middle of the structure. The structure is also built in a manner that allows the guard 
to view the prisoners, but vice-versa. This allows the prisoners to always feel as they are 
potentially being watched even if they are not (Bentham, 1791). Bentham’s panopticon 
was famously further developed by the French theorist Michel Foucault who argued that 
the panopticon as a tool of power was an apt metaphor for the modern disciplinary 
 17 
societies that he witnessed. Particularly he theorized about “the state control of the 
mechanisms of discipline” (Foucault, 1995). The panopticon provides a compelling 
metaphor for the power that surveillance can wield in society. Surveillance is one major 
consideration in the discussion of privacy and access.  
 
In his book of privacy in the digital age, Daniel Solove sets up two notions of 
surveillance as illustrated through two works of fiction. Big Brother, as described in 
George Orwell’s 1984, a illustration of surveillance that has now entered into English as 
a popular term for observation. The figure of “Big Brother”, the enigmatic Party leader, is 
the center of Orwell’s dystopian world. The slogan “Big Brother is watching you” 
directly matches the strategy of the panopticon. Solove argues that the metaphor of Big 
Brother “understands privacy in terms of power” and “attempts to dominate the private 
life because it is key to controlling an individual’s entire existence: her thoughts, ideas, 
and actions” (31). While the symbol of Big Brother is helpful in conceptualizing the 
disastrous consequences of the surveillance state, it does have some limitations as a 
current metaphor for many nations today. Big Brother is the head of a very organized 
government system and while this narrative directly parallels the Soviet Union, the 
inspiration for much of the novel, it is insufficient for explaining a non-totaliarian state. 
Most of the privacy concerns of democratic nations today are centered on data retention. 
The vast amounts of data being collected are typically not being gathered by one unified 
system or power. Surveillance is being conducted by multiple structures and groups that 
in conjunction create a serious threat to privacy. Franz Kafka’s The Trial best illustrates 
this threat to privacy.  
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The dystopian world that Franz Kafka imagines is not mutually exclusive from Orwell’s 
world, but the chief characteristic of his world is confusion rather than control. In The 
Trial, the main character Joseph K. is arrested under mysterious reasons that are clouded 
under bureaucracy. The Court is unable to provide Jospeh K. with any substantive details 
and thus he spends the rest of the novel trying to figure out his case and why he was 
arrested until he is seized in the middle of the night and executed. While K.’s actions are 
recorded just as much as Winston in 1984, the torment seems to come from anonymity as 
opposed to scrutiny. K. wants to be recognized by the Court, but instead he is caught up 
in a maze of bureaucracy.  
Memory in the Digital Age 
In a digital world, surveillance has only increased. Edward Snowden’s recent revelations 
about CSI practices are just one example. The more control that governments hold over 
our memories, digital lives, and histories, the closer we get to the world the Orwell 
predicted in 1984. Mayer-Schönberger maps out this potential process in convincing 
detail. He writes that “as digital remembering relentlessly exposes discrepancies between 
factual bits and our very own human recall, what we may lose in the process is the trust 
in the past as we remember it” (Mayer-Schönberger, 2009). If we become more reliant on 
memory as stored in the digital realm and distrust our own personal memories, the world 
of 1984 becomes more likely because “if we all trust the same source, we are all equally 
vulnerable to its alterability”(Mayer-Schönberger, 2009).  While not a current reality, it is 
certainly a grim picture that should be considered as a cautionary tale. Data retention can 
lead to a panoptic society (Blanchette & Johnson, 2002).  However this panopticon is not 
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simply a spatial one, but also a temporal version of Bentham’s panopticon constraining 
our willingness to say what we mean, and engage in our society” (Mayer-Schönberger, 
2009). In the digital age, timelines can be easily collapsed and changed.  
 
Another potential consequence is that surveillance of others will lead to self-censorship. 
As the panopticon shows, if a person knows they are being watched, they often change 
their behavior. The consequences of “the future has a chilling effect on what we do in the 
present” (Mayer-Schönberger, 2009). The consequences of surveillance can cause 
individuals to react in many different ways.  
 
One important scholar and advocate in the privacy debate is Lawrence Lessig. His 
famous dictum that “code is law” invokes a similar argument to that of Foucault’s 
panopticon. Lessig argues that the architecture of our technical systems is reflective of 
our cultural values and that our current technologies have control inherent within them. In 
his updated Code: Version 2.0, he attempts to map out what he sees as the “change from 
a cyberspace of anarchy to a cyberspace of control” (Lessig, 2006). He advocates for a 
two step solution through both a legal establishment of privacy as a property law as well 
as through technological mechanisms built into the architecture of systems. Technology 
should include “forgetting as a feature, not a bug” (Bannon, 2006).  
 
Mayer-Schönberger has created a very helpful table in delineating the various responses 
to a digital world in which forgetting is no longer the norm.  
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Figure 1: Mayer-Schönberger, 168 
A combination of these responses is the ideal option. For this particular evaluation, the 
focus will be upon the legal response and the regulations of privacy at both a national and 
local level. There has been an abundance of literature tracing the history of privacy law 
particularly in Western nations.1 Of particular note is the European Union’s recent ruling 
on data protection. The courts decided that individuals have the right to be forgotten and 
thus Google could be required to remove links to articles that were undesirable.  
 
The European Union has had a flurry of legal activity and discussion around privacy 
rights in recent years. Emerging from this conversation is the idea of the “right to be 
forgotten.” The legislation surrounding this idea is important and will be discussed in 
greater detail elsewhere in this paper, but the philosophical idea behind it is also 
important to discuss as it pertains to archives. Generally remembering has been a source 
of power. Those who are in power are remembered; those who are marginalized are 
forgotten. Archives and many cultural institutions reflect this reality. Current archivists 
                                                 
1 See Westin, Privacy and Freedom (1967), Cate, Privacy in the Information Age (1997), 
and Solove, The Digital Person (2004)  
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and historians aim to give power and voice to individuals by collecting and preserving 
their records.  
Privacy and Access 
Withholding information and providing information are both forms of power. In the 
archival context, it can be understood as protecting privacy and providing access 
respectively. “History and Memory” is listed as a core value of the Society of American 
Archivists. Their statement asserts that “archival materials provide surrogates for human 
memory, both individually and collectively, and when properly maintained, they serve as 
evidence against which individual and social memory can be tested” (Society of 
American Archivists, 2011). This is also reflected in the International Council on 
Archives. Their mission echoes the language of memory as it declares that “archives 
constitute the memory of nations and societies, shape their identity, and are a cornerstone 
of the information society” Their mission is shaped around a call to “guarantee citizens’ 
right of access” to these records as knowledge of the citizens’ history ("Our Aims," 
2009).  
 
Michael Gorman proposes that three of the common core values of librarians are 
intellectual freedom, equity of access to recorded knowledge and information, and 
privacy (Gorman, 2015). In examining Gorman’s earlier publication, Foster and 
McMenemy examined his values in ethical codes across multiple nations. They found 
that these values were consistently held across most codes with the exception of a 
significant minority not containing the value of intellectual freedom (Foster & 
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McMenemy, 2012). Archivists deal daily with the practical realities of balancing these 
competing values every day.  
Many records collected by archives are sensitive and are necessarily confidential. One 
famous example is the Stanley Milgram Papers housed at Yale University. Milgram 
conducted many experiments that would certainly not be ethically allowed today, but “no 
such formal guidelines existed for social scientists when Milgram’s obedience 
experiment was conducted” (Kaplan, 1996). These famous obedience experiments are 
very important for scholarly study, but the subjects “did not give their consent to general 
scholarly use of data collected in the experiment” (Kaplan, 1996). In an effort to protect 
privacy, the archivist at Yale University sanitized the files to remove the subjects’ names. 
This seems like a reasonable action that balances both privacy and access, but these 
questions will not get easier. Technology can create solutions, but it can also create more 
problems. There are videos in the collection, but they are currently unusable between 
there is uncertainty on how to anonymize them. 
 
Libraries, archives, and cultural institutions must determine whether or not they will 
maintain robust patron records. In order to view or check out records, many libraries and 
archives necessarily ask patrons to provide demographic information about themselves. 
This information not only helps ensure the security of a library, but it can also help 
libraries better serve their patrons by knowing more about them. The tradeoff between 
privacy and access is never a black-and-white issue. 
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Privacy Laws  
The policies and regulations of national archives are subject to the laws and principles of 
the nation in which they are located. There are probably thousands of laws, which can 
regulate and affect privacy in many indirect ways. Requiring any information to be 
shared with a group or individual sacrifices privacy. It might very well be a worthwhile 
and acceptable sacrifice, but it is still a loss. To discuss every law that affects privacy 
would be much beyond the scope of this paper, thus the discussion shall reside with 
legislation that explicitly mentions privacy or is directly intended to regulate the amount 
of information a group or individual can collect.
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Methodology  
This study examines the discussion of privacy in twenty nations through both their most 
recent federal privacy legislation and the information provided on the national archive 
website concerning privacy. A content analysis was conducted of the most recent laws 
legislating data privacy in each nation. While many types of legislation can regulate 
privacy, the scope of this study will be limited to legislation concerning data protection. 
Given the exponential increase of personal data being produced in recent years, this is 
one major area of concern for many privacy advocates.  As examining every piece of 
privacy legislation in the twenty nations would be far beyond the scope of this paper, data 
protection laws will serve as representative of the legal action in each nation. Data 
protection is also a fairly recent development and thus regulations concerned with data 
protection is probably some of the most recent legislation in a country regarding privacy. 
In the instances where a country has not passed widespread data protection legislation, 
the most applicable law or federal regulation regarding privacy will be considered.  
 
A content analysis was also conducted of the websites of the national archives for each of 
the twenty countries. The websites were examined for their published policies and 
regulations wherein they related to privacy. This included policies related to the privacy 
of patron records, materials within the collection, and general collecting practices.  
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Sample Selection 
Twenty nations were selected for inclusion in this study. A full listing of each country 
can be found in Appendix A. The countries were chosen for geographic diversity. While 
some smaller nations were chosen for inclusion in the study, the sample does skew 
towards larger and more economically developed nations because these countries have a 
large global impact.  
Data Collection  
First general demographic information about each nation was collected from UNdata2. 
These measures included population size, GDP, and the percentage of individuals using 
the Internet. Information regarding the latest constitution ratification in each country was 
gathered from The World Factbook provided through the Central Intelligence Agency 
website3.   
 
Next copies of federal data protection laws from each of the twenty nations were 
gathered. The selection of these laws was aided through the consultation of two 
handbooks, BakerHostetler’s 2015 International Compendium of Data Privacy Laws and 
DLA Piper’s Data Protection Laws of the World. When there were multiple applicable 
laws, the most recent comprehensive law was chosen. If significant amendments were 
made to the law or later clarification on regulatory action was provided, as in Australia, 
Costa Rica, and India, both pieces of legislation were included. In Saudi Arabia and the 
United States, there was no comprehensive federal legislation that addressed data 
                                                 
2 http://data.un.org/ 
3 https://www.cia.gov/library/publications/the-world-factbook/fields/2063.html 
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protection fully and thus multiple laws that addressed data protection in different sectors 
were selected for inclusion. A full list of the selected legislation can be found in 
Appendix B.  
 
In order to analyze how national archives address privacy concerns, the websites of each 
country’s national archive were examined. A full list of the national archive and the 
corresponding URL can be found in Appendix A. Qatar and Saudi Arabia do not have 
government mandated national archives and thus the National Library website was 
chosen for selection. Their national libraries fulfill a similar role to a national archive as 
both countries are concerned with the history of their nation being preserved and told by 
their respective national library.  
 
General observations were recorded about the website and the types of policies and 
regulations that were published on the website. Extensive searches were then made on the 
site to locate a privacy policy if it existed. For many countries there were not 
comprehensive privacy regulations. In these cases, policies regarding access or 
restrictions to access were selected. The policies were gathered over two days using the 
same computer and web browser. In many cases, the policies were not in English and 
were translated using Google Chrome’s built-in translation services. In some instances, 
this translation created awkward grammatical phrases and some slight errors; however, it 
is believed that the translation did not significantly alter the contents in and the general 
message could be deciphered in all cases.  
 27 
Method of Analysis 
In the collection of data for further content analysis, general information was collected 
about each of the twenty nations in order to establish overall pictures of the current 
legislative climate of each country. The countries were analyzed according to the 
codebook outlined in Table 1.  
Category Details 
Privacy Rights Are individual privacy rights established 
If so, what is the scope of these rights 
Are there limits 
Data Protection Do they have a comprehensive federal 
data protection law If not, do they have 
regional legislation or some other 
regulation of data 
Do they have a Data Protection Agency 
Access to Information Do they have a federal records retention 
schedule 
Do they have open government records 
Do they have a comprehensive freedom of 
information law 
Table 1: Criteria for General Country Analysis 
The categories of general privacy rights, data protection, and access to information were 
studied both on an individual country level and comparatively on a more global level.  
For most of these measures, the information was found through the country’s official 
website or through one of the prepared legislative handbooks. The data was both 
analyzed statistically through JMP and displayed visually using CartoDB.  
 
A latent content analysis was conducted of the selected legislation and the published 
policies on the national archives websites. A codebook was written to analyze the cultural 
demonstrations of both privacy and access. The legislation was examined using the 
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criteria outlined in Table 2, while the national archive policies were examined using the 
criteria outlined in Table 3.  
Category Detail 
General Overview Are individual privacy rights established 
If so, what is the scope of these rights 
Are there limits 
What is considered personal information  
What is considered sensitive information 
Notice Do data collectors have to register with 
anyone 
Are there security measures required by 
the government 
Consent When can personal data be collected and 
processed 
Are there restrictions on improper 
circulation 
Accountability Who is in charge of enforcing the law 
Are there sanctions against unauthorized 
use 
Table 2: Criteria for Legislative Analysis 
Category Detail 
General Overview Does the website have a published privacy 
policy 
What other policies do they have 
published (if any) 
Notice Does the website site specific legislation 
Does the website alert the user to potential 
privacy concerns 
Does the website provide information 
about sensitive records 
Consent What information does a patron have to 
provide in order to use materials 
What information might the archive 
collect 
Accountability Is there a way for individuals to report 
sensitive information in archives 
Does the archive have a take-down 
policy 
Access to Information Does the website provide information on 
closed or restricted records 
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Why are records closed (Protection of 
personal privacy Protection of state and 
public interests Protection of economic 
interests of enterprises and individuals 
Copyright protection) 
Table 3: Criteria for national archive policy analysis 
 
The results of the content analysis were recorded in an Excel spreadsheet. The published 
privacy policies were compared to the laws in each country. Additionally the twenty 
nations were compared to each other as well. The data was examined for general 
qualitative trends regarding notice, consent, and accountability in regards to privacy as 
well as general access to information. Additionally the results were statistically analyzed 
using JMP Pro 11 when applicable. 
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Results and Discussion  
While the world is becoming increasingly global, there are still significant cultural 
differences in the conception of privacy and access to information. Many countries now 
have comprehensive data protection laws to protect both personal and sensitive data of 
individuals and corporations; however each law has a slightly different definition of what 
constitutes personal or sensitive data. While differences do persist, the national gaps do 
seem to be shrinking in some important ways in the digital age. The countries in the 
European Union in particular represent this shift as their laws and national archive 
policies are much more homogeneous than some of the other nations examined. This is 
not surprisingly as they are bound together in a politico-economic union. Thus they are 
bound by many of the same laws surrounding privacy. Given the legal unity of these 
nations, their legal notions of privacy are almost identical. While there are some 
additional or differing pieces of legislation, they are all subject to the EU Data Protection 
Directive 95/46/EC. The national archives of these nations are all obviously also subject 
to this legislation; however their published policies are different in many ways as the 
policies and practices of the national archives were almost certainly established before 
much sooner than the legislation that they are now enforcing. The British National 
Archive claims a foundation date of 1838 whereas the National Archive of the Czech 
Republic was established in 2005. One of the most recently established national archives, 
the Archives of Ukraine established in 2010, has some of 
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the most extensive documentation on the use of records published on their website. In 
particular, they have more published information about electronic records than all other 
countries on their website. As the Archives of Ukraine was established recently, their 
policies and regulations were created in the digital age and reflect the current realities. 
While more established national archives are certainly adapting to the digital age, their 
infrastructures were created prior to the digital age. In this particular instance, a more 
recent establishment date seems to have been a benefit for Ukraine in addressing 
electronic records.  
 
It was very difficult to parse out the different cultural and historical contexts that affected 
each nation in the study, as there are so many factors that make up a country. It was 
hypothesized that the age of a country could affect the perception of privacy and the 
policies of their national archive. However it proved very difficult to even measure the 
age of the nations. The date of the last ratified constitution was chosen as a measurement 
of the countries’ ages. While there was a slight correlation between the constitution dates 
and the foundation dates of the national archives as posted on their websites, this 
ultimately was determined to be a poor measure of a countries’ age. Nationhood and 
statehood are two very different things. The constitution ratification date might accurately 
capture statehood, but it often discounts nationhood. For example, Germany’s last 
constitution was ratified in May 1949 and Sweden’s in January 1975, but in both cases 
the nation was well established long before these dates. When examining public memory 
and cultural conceptions of privacy, it is essential to consider the long histories of 
nationhood that can be very difficult capture fully.  
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In addition to the countries’ ages being hard to capture, it was also often difficult to 
determine the age of the national archives. The websites of the national archives were 
searched for the establishment dates given by the archive. The dates reported varied 
greatly. Canada gave 2004 as their establishment date because the current government 
department that runs the archives was created then; however, this date is slightly 
misleading as Canada has had robust national archives in their country well before this 
date just under a slightly different government department. By contrast, India cites 1891 
as the establishment date of their national archives, which predates their latest 
constitutional ratification by over fifty years. While this type of information does provide 
some insight into a national understanding of their history, the dates were ultimately 
inconclusive in providing information about cultural understanding of public memory or 
privacy.  
 
Population size was also gathered as a potential factor affecting a country’s notion of 
privacy. Given that the legislation examined was on a federal level, it was hypothesized 
that larger nations might be less influenced by a federal legislation with stronger regional 
legislation. This was partially proven true as the three largest nations, the United States, 
India, and China all did not have comprehensive federal legislation regarding data 
protection. Both India and the United States have sector specific regulation of privacy. It 
is possible that this is due to size of the countries, but this is merely a hypothesis.  
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The final general measures that were collected from each country were GDP per capita 
and the percentage of individuals using the Internet. GDP per capita was selected as a 
factor to measure relative wealth of individuals within a nation. These two factors are 
correlated with each other. In general, the wealthier nations have more people using the 
Internet. This correlation is shown below in Figure 1.  
 
Figure 1: Bivariate Fit of Individuals using the Internet (%) by GDP per capita 
(current US$) 
While these two factors might not have a strong influence on conceptions of privacy in 
general, they do have a strong impact on current privacy regulation in digital world. The 
countries with the lowest GDP and Internet usage tend to not have data protection 
agencies or strong policies regarding personal privacy. This is important to consider 
because it dramatically changes a country’s relationship to data protection.  
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As discussed in the literature review, data protection is an important aspect of privacy in 
the digital age. The content analysis of the national archive websites confirmed that many 
nations have to negotiate the tension between providing access to information and 
protecting privacy. However, the tension between access and privacy is demonstrated in 
varying degrees across the selected countries in this study. One possible explanation for 
this disparity is that less economically developed nations do not have to deal with data 
protection at the same level as other nations because they simply do not have the same 
amounts of data. If individuals within a nation are not using the Internet, there are 
undoubtedly much less electronic records and less records in general being created. The 
countries and their national archives might not have created policies on data protection 
simply because they don’t need to yet. Another explanation is that the countries do not 
have the resources to manage or enforce any type of data protection policy. This is a 
particularly unsettling possibility as it lays countries open to abuse from malicious 
individuals, corrupt government parties, and overreaching corporations.  
 
In examining the legislation regarding privacy or data protection in each country, 
references to freedom of information were made in the majority of countries. These 
references were found either directly addressed in the laws or more generally given by 
the grouping laws regarding privacy and freedom of information together when presented 
online. As the literature suggested, open records are an almost universal value. The 
majority of countries in the study had legislation that guaranteed a freedom or right to 
information as shown in Figure 2. While the language in these laws does vary slightly, 
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they all provide evidence for a societal value of open records, government transparency, 
and access to information.  
 
 
Figure 2: Countries with legislation regarding rights to freedom of information 
The only two nations that do not have legislation regarding freedom of information are 
the Middle Eastern countries of Qatar and Saudi Arabia. Interestingly though Qatar does 
have a governmental agency dedicated to data protection while many other nations do 
not, as shown in Figure 3.  
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Figure 3: Countries with governmental data protection agencies 
The existence of a data protection agency suggests a value placed upon privacy. It also 
provides an avenue for enforcement. Without a dedicated agency, it would likely be very 
difficult to enforce any of the regulations laid out in most of the data protection laws. In 
the majority of the relevant legislation, clear legal definitions of both personal 
information and sensitive information were explicated. The exceptions to this were in the 
countries in which there was no single statute regarding data protection. While there were 
slight differences between laws in the language used to define personal and sensitive 
information, for the most part the general meanings were consistent.  
 
Across the majority of countries, the legislation provided a legal right to privacy and 
clearly defined the types of information that are open to privacy protection. However 
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when it came to both consent to data collection and enforcement of data violations, the 
laws become less clear. For example, Canada’s Personal Information Protection and 
Electronic Documents Act allows for the collection of information that a “reasonable 
person would consider appropriate in the circumstances.” While this type of language 
undoubtedly allows flexibility, it is quite vague and thus open to potential abuse. Most of 
the countries in the European Union do require data collectors to register with their 
country’s national agency, as do Costa Rica and Israel; however none of the other nations 
required this type of action.  
 
In regards to accountability, the United States actually had the toughest legislation. They 
required notification of all security breaches, which is not the case in most countries. This 
highlights an interesting philosophy difference. Most of the nations in the European 
region have much stricter regulations regarding what data is allowed to be collected than 
the United States, but the United States is much stricter at monitoring breaches of data. 
One could argue that the net result might be similar, but the focus on accountability as 
opposed to consent reveals a different value system in regards to privacy. Further studies 
should examine if obtaining consent or enforcing stricter penalties is more successful in 
reducing the amount of personal data comprised.  
 
While not all countries in this study had comprehensive legislation regarding privacy, 
even less of their national archives had published privacy policies. Surprisingly the 
majority of the national archive websites had references to various pieces of legislation 
including, but not limited to, legislation regarding privacy, freedom of information, and 
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archival retention schedules. In many cases, these links to legislation were provided in 
absence of formalized institutional policies. This was the most common type of 
notification or information regarding privacy concerns. As shown in figure 4, about half 
of the websites contained a privacy policy and less than that contained a more specific 
privacy policy regarding the use of the website and its terms of use.  
 
 
Figure 4: Types of policies found on the national archive websites 
The overwhelming majority of published policies on the website were concerned with 
usage of materials and the general procedures when visiting the archives. In most cases, a 
prospective researcher must present identification and information about the type of 
research that they are conducting. In the majority of cases the national archives were 
open to anyone in the general public, but in some cases, perspective researchers would 
have to demonstrate a specific research need and present the archive with information 
about their intended areas of study. In India, prior permission from the director of the 
archive is required in order to access the records. This creates an interesting paradox in 
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terms of access and privacy. From a user perspective, greater access and more open 
records generally mean that the researcher has to provide less personal information about 
themselves. However the converse is true when in regards to personal information held 
within the records themselves. The personal information held in the records is potentially 
more problematic than gathered researcher information because it is not necessarily 
disclosed voluntarily. An individual could be unaware that information about them is in 
an archive and yet vast more space is dedicated to discussing the privacy of researchers 
on the national archive websites. This makes sense as the websites are targeted towards 
researchers. Regardless, it is still important to consider the policies involving the 
protection of sensitive information within records.  
 
Several websites do make mention of closed records, but provide very limited details as 
to why the records are closed. The information that was provided was usually pertaining 
to the established records retention schedules approved by the government. For the 
countries that did mention these schedules, an average of thirty years from the creation 
date was given as the closure period for classified materials. The two countries in which 
further information was given regarding reasons for closure were Germany and China. 
On the German website, they specifically listed personal privacy as a reason for closure 
whereas on the Chinese website, business and financial records were listed as specific 
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sources of privacy concerns. Additionally Israel’s website discussed at great length the 
closure of sensitive records of military importance.  
 
The types of records typically discussed in regards to closure are governmental records 
that follow a set retention schedule. These types of records and their privacy treatments 
correlate strongly with the legislation found in each nation. The legal language is closely 
mirrored in the national archive policies. However in almost every country, the mandated 
government records are supplemented by private donor collections of historical value. 
The policies were almost silent on records on this kind. The United States National 
Archives did mention that collections could be closed based on donor restrictions, but 
provided no further details.  
 
The last categories of records of note are government records from periods of oppressive 
regimes. Access to these types of records were significantly discussed on both Brazil’s 
and South Africa’s websites. Additional information is given about these records both 
regarding privacy concerns and general access. This suggests that these records are of 
particular significance to the country.  
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Conclusion 
Significant amounts of legislation regarding data protection have been passed around the 
world in the past decade; however, the policies of these national archives have yet to fully 
adjust to a new reality of recordkeeping in the digital age. On the majority of websites of 
the national archives studied, links or references to federal legislation were provided. It is 
quite clear that national archives are strongly directed by their country’s legislation. The 
correlation between legislation and archival practice is quite clear when dealing with 
governmental documents with retention schedules.  
 
Retention schedules are not a new development in archival practice and yet they mirror 
many of proposals made by leading privacy advocates as they incorporate “forgetting” 
into the recordkeeping process. However, there are a lot of important records being 
created that are not governmental documents and for which the policies do not seem to 
have an answer regarding. Guidelines and policies have mostly done a good job of 
outlining the areas for concern and defining rights, yet they have not fully determined 
how to regulate and enforce policies that promote both privacy and access. There are 
significant amounts of research that still need to be done in this area. The policies are 
only going to become more complex, but it is important to consider the ethical 
implications of remembering and forgetting. 
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Appendix A 
 
Nation National Archive National Archive Website 
Argentina Archivo General de la Nación http://www.agnargentina.gob.ar/inde
x.html 
Australia National Archives of 
Australia (NAA) 
http://www.naa.gov.au/ 
Brazil Arquivo Nacional http://www.arquivonacional.gov.br/ 
Canada Library and Archives Canada 
(LAC) 
http://www.bac-
lac.gc.ca/eng/Pages/home.aspx 
China The State Archives 
Administration of the 
People’s Republic of China 
http://www.saac.gov.cn/ 
Costa Rica Archivo Nacional de Costa 
Rica (National Archives of 
Costa Rica) 
http://www.archivonacional.go.cr/in
dex.php 
Czech Republic Národní archiv http://www.nacr.cz/eindex.htm 
Germany Das Bundesarchiv http://www.bundesarchiv.de/index.ht
ml.en 
Iceland Þjóðskjalasafn Íslands 
(National Archives of 
Iceland) 
http://skjalasafn.is/ 
India National Archives of India http://nationalarchives.nic.in/ 
Israel Israel State Archives http://archives.gov.il/ArchiveGov_e
ng 
Japan National Archives of Japan http://www.archives.go.jp/english/in
dex.html 
Kenya Kenya national Archives and 
Documentation Service 
(KNADS) 
http://www.archives.go.ke/ 
Qatar Qatar National Library http://www.qnl.qa/ 
Saudi Arabia King Fahad National Library http://www.kfnl.gov.sa/En/Pages/def
ault.aspx 
South Africa National Archives and 
Records (NARS) 
http://www.national.archives.gov.za/ 
Sweden Riksarkivet (Swedish 
National Archives) 
https://riksarkivet.se/startpage 
Ukraine Archives of Ukraine http://www.archives.gov.ua/Eng/ 
United Kingdom The National Archives http://www.nationalarchives.gov.uk/ 
United States of 
America 
US National Archives and 
Records Administration 
(NARA) 
http://www.archives.gov/ 
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Appendix B 
 
Nation Privacy Legislation Date of 
Legislation 
Source 
Argentina Personal Data 
Protection Law No. 
25.326 
October 2000 http://www.infoleg.gov.ar/info
legInternet/anexos/60000-
64999/64790/norma.htm 
Australia Privacy Act 1988  https://www.legislation.gov.au
/Details/C2012C00903 
Privacy Amendment 
(Enhancing Privacy 
Protection) Act 2012 
March 2014 https://www.legislation.gov.au
/Details/C2012A00197 
Brazil Internet Law No. 
12,965/2014 
April 2014 http://www.planalto.gov.br/cci
vil_03/_ato2011-
2014/2014/lei/l12965.htm 
Canada Personal Information 
Protection and 
Electronic 
Documents Act 
April 2000 http://laws-
lois.justice.gc.ca/eng/acts/P-
8.6/FullText.html 
China Decision of the 
Standing Committee 
of the National 
People’s Congress to 
Strengthen the 
Protection of Internet 
Data 
December 
2012 
https://chinacopyrightandmedi
a.wordpress.com/2012/12/28/
national-peoples-congress-
standing-committee-decision-
concerning-strengthening-
network-information-
protection/ 
Costa Rica Law of Protection of 
the Person in the 
Processing of His 
Personal Data, Law 
8968 
September 
2011 
http://www.tse.go.cr/pdf/norm
ativa/leydeprotecciondelapers
ona.pdf 
Regulations of the 
Law of Protection of 
the Person in the 
Processing of His 
Personal Data 
March 2013 http://www.redipd.org/legislac
ion/common/legislacion/costa
_rica/Decreto_37554JP20102
012ReglamentolCostaRica.pdf 
Czech 
Republic 
Act No. 101/2000 
Coll. on the 
Protection of 
Personal Data 
June 2000 https://www.uoou.cz/en/vismo
/zobraz_dok.asp?id_ktg=1107
&p1=1107 
Germany Data Protection Act August 2009 http://www.gesetze-im-
internet.de/englisch_bdsg/fede
ral_data_protection_act.pdf 
Iceland Data Protection Act, 
Act on the Protection 
of Privacy as regards 
May 2000 http://www.personuvernd.is/in
formation-in-
english/greinar/nr/438 
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the Processing of 
Personal Data, No 
77/2000 
India Information 
Technology Act, 
2000 
June 2000 http://unpan1.un.org/intradoc/
groups/public/documents/apcit
y/unpan010239.pdf 
The Information 
Technology 
(Reasonable security 
practices and 
procedures and 
sensitive personal 
data or information) 
Rules, 2011 
April 2011 http://www.wipo.int/wipolex/e
n/text.jsp?file_id=338328 
Israel Protection of Privacy 
Law 
1981 http://www.justice.gov.il/En/
Units/ILITA/Documents/Prote
ctionofPrivacyLaw57411981u
nofficialtranslatio.pdf 
Japan Act on the Protection 
of Personal 
Information 
2003 http://www.cas.go.jp/jp/seisak
u/hourei/data/APPI.pdf 
Kenya Data Protection Bill 2013 http://www.cickenya.org/inde
x.php/legislation/item/174-
the-data-protection-bill-
2012#.Vv9ATTYrKRY 
Qatar QFC Data Protection 
Regulations 
October 2005 http://www.complinet.com/net
_file_store/new_rulebooks/q/f/
QFCRA_1559_VER1.pdf 
Saudi Arabia Telecommunications 
Act of 2001 
2001 http://www.citc.gov.sa/Englis
h/RulesandSystems/CITCSyst
e/Documents/LA%20_001_E_
%20Telecom%20Act%20Engl
ish.pdf 
Anti-Cyber Crime 
Law of 2007 
2007 http://www.citc.gov.sa/Englis
h/RulesandSystems/CITCSyst
e/Documents/LA_004_%20E_
%20Anti-
Cyber%20Crime%20Law.pdf 
South Africa Protection of 
Personal Information 
Act 
November 
2013 
http://www.justice.gov.za/legi
slation/acts/2013-004.pdf 
Sweden EU Data Protection 
Directive 95/46/EC 
October 1995 https://www.dataprotection.ie/
docs/EU-Directive-95-46-
EC/89.htm 
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Ukraine Law of Ukraine on 
Protection of 
Personal Data 
2011 http://medialaw.org.ua/en/libr
ary/law-of-ukraine-on-
protection-of-personal-data/ 
United 
Kingdom 
Data Protection Act 
of 1998 
1998 http://www.legislation.gov.uk/
ukpga/1998/29/contents 
United States 
of America 
Health Insurance 
Portability and 
Accountability Act 
1996 https://www.cms.gov/Regulati
ons-and-Guidance/HIPAA-
Administrative-
Simplification/HIPAAGenInf
o/downloads/hipaalaw.pdf 
Fair Credit Reporting 
Act 
2012 https://www.consumer.ftc.gov
/sites/default/files/articles/pdf/
pdf-0111-fair-credit-reporting-
act.pdf 
Electronic 
Communications 
Privacy Act of 1986 
1986 https://www.law.cornell.edu/u
scode/text/18/part-I/chapter-
119 
 
 
